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Abstract

We study in this paper the improvement of one-class support vector machines (OC-
SVM) through sparse representation techniques for unsupervised anomaly detection.
As Dictionary Learning (DL) became recently a common analysis technique that re-
veals hidden sparse patterns of data, our approach uses this insight to endow unsuper-
vised detection with more control on pattern finding and dimensions. We introduce
a new anomaly detection model that unifies the OC-SVM and DL residual functions
into a single composite objective, subsequently solved through K-SVD-type iterative
algorithms. A closed-form of the alternating K-SVD iteration is explicitly derived for
the new composite model and practical implementable schemes are discussed. The
standard DL model is adapted for the Dictionary Pair Learning (DPL) context, where
the usual sparsity constraints are naturally eliminated. Finally, we extend both objec-
tives to the more general setting that allows the use of kernel functions. The empirical
convergence properties of the resulting algorithms are provided and an in-depth anal-
ysis of their parametrization is performed while also demonstrating their numerical
performance in comparison with existing methods.
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1. Introduction

The anomaly detection task seeks to find the needle in the haystack [1]. Given a
large dataset its aim is to identify the few particular points, called anomalies or out-
liers, that stand out against the commonality of the vast majority (also called inliers).
The two classes are highly unbalanced and the ratio of outliers, called contamination
rate, can often be below one percent. We are particularly interested in the unsupervised
setting where we are given an unlabeled dataset based on which our machine learn-
ing algorithms have to separate the two classes [2]. In order to achieve this goal, in
this paper we study the possibility of connecting the objective of two well established
methods in the field: dictionary learning [3] and one-class support vector machines [4].
We are motivated by the promising results obtained in the literature when fusing the
two methods in the supervised learning setting [3, 6, 7].

In real-world applications such as industrial sensor networks, cybersecurity, and
medical screening, we rarely, if ever, have access to labeled data leading to an in-
creased demand for reliable unsupervised anomaly detection algorithms [2]. Unlike
supervised approaches, unsupervised methods scale without the need for expensive an-
notations, can adapt to new data and avoid dataset biases making them a good fit for
early and zero-day detection. There is extensive work supporting this claim for various
tasks and settings such as robustness towards new outlier types [8], subspace feature
selection [9], and contrastive learning in graphs [10]. Besides the active interest in the
field, our motivation is also driven by the fact that our proposed unsupervised anomaly
detection method fusing dictionary learning and one-class support vector machines has
little coverage in existing literature.

Dictionary learning (DL) [3] is a matrix factorization method where a redundant
base, called dictionary or frame, is learned such that it provides sparse representa-
tions [11] for the given dataset. Nowadays, dictionary learning is a well established
standard machine learning method with multiple extensions, variants and specializa-
tions that lead to various applications across fields such as audio and image process-
ing [12], compression[13], timeseries [14], fault detection and isolation [15], computer

vision [16] and classification [17].



Let the data items in the given dataset be organized as columns inside a large matrix.
The main DL strength over similar dimensionality-reduction techniques, such as prin-
cipal component analysis or low-rank approximations, is its ability to find a separate
sub-space for each data-item in the dataset. In other words, the resulting representation
columns are sparse and their support is not similar. In fact it was recently shown that
they follow a distribution mixture composed of multiple multivariate variables follow-
ing a truncated normal distribution [18].

Starting from the column support distribution described above, we are now inter-
ested in selecting only a few lines with whom we can still adequately represent the
inliers but not the outliers. The support for each data-item remains sparse and distinct
from the other columns, it is just limited to the selected lines. We call this uniform
sparse representation. To this end, our work in [19] performs line selection by apply-
ing trimming regularization techniques to eliminate one line at a time until a stable
support is reached. After the DL process is completed, we perform anomaly detection:
we test to see if a (new) data-item is anomalous by looking at its support and testing
if it is included in the lines selected during training. If it is not, then it is labeled as
an outlier. In our experiments we found that the set inclusion based anomaly detection
technique can sometimes be a bit too conservative which encourages false positives.

One Class Support Vector Machines (OC-SVM) [4] is the unsupervised variant of
the standard SVM problem where the inliers are separated from the outliers by the hy-
perplane separating the origin from most data points. OC-SVM is a standard anomaly
detection algorithm that has been extended and integrated with multiple other methods

including autoencoder neural networks [20, 21].

Contributions. The main contributions in our paper are listed as:

(i) We propose a new anomaly detection model that adapts and extends the DL for-
mulation to include the OC-SVM objective, where OC-SVM takes as input the
DL-based sparse representations. This will produce a strong coupling between
sparse representations and vector machines which will permit us to replace test-
ing for outliers via set inclusion by a simple OC-SVM call. The combination of

these two methods will enable us to merge sparse feature extraction and anomaly



detection into a single model that will improve the generalization of the detection
process.

(if) Besides introducing a new anomaly detection model, we also provide theoretical
results and algorithms for our two problem formulations.

(iii) We further extend both objectives to more general setting that allows the use of
kernel functions.

(iv) We provide extensive numerical tests that show that the empirical quality of our
schemes exceeds the one of other shallow widely known learning algorithms.

(v) Finally, we complete the comparative numerical tests with deep autoencoders

showing empirically that our methods provide similar or better results.

Outline. In Section 2 we discuss and connect our proposal to the state of the art and
continue to describe the anomaly detection methodology and general approach in Sec-
tion 3. Section 4 presents our main theorem describing the iterations of the mixed
DL-OCSVM objective. In Section 5 we introduce non-linearity via kernel methods
and adapt the algorithms and the theoretical framework to the new formulations. To
validate our theory, in Section 6 we present extensive numerical simulations against
the state of the art comprising of tests on real-data from multiple domains. We con-

clude in Section 7.

Notations. Let a; be the i-th column, a’ the J-th line and a;; an element of matrix
A. Where no indices are present, and unless otherwise specified, a represents a col-
umn vector and a” a line vector. As a general rule we use lowercase for vectors and
uppercase for matrices. We denote with [|All = /3 ; a?j the Frobenius norm and
with ||a|| the £, vector norm. The pseudo-norm |[|:||; counts the number of nonzero
elements of a vector. We denote the restriction to column normalized matrices as

N =D € R™":||d}|| = 1,Vj € [n]}, where [n] = {1,--- ,n} forn > 1.

2. Preliminaries

We are interested in the dictionary learning problem where the training data set

Y € R™N has full-rank and the dictionary matrices have normed columns (also called



atoms). The standard dictionary learning problem is

D*, X* = in ||Y - DX|J? 1
arg  min Il Iz (H

where d; is the j-th atom of dictionary D € R™" and X € R™" is the sparse repre-
sentation matrix with support Q such that Xq = {x;; | x;; # 0:Vi € [n], j € [N]}. Our
current work assumes that the support Q is either given or obtained through a good
sparse representation algorithm such as Orthogonal Matching Pursuit (OMP) [22].

Problem (1) is hard and current approaches are usually based on the K-SVD algo-
rithm [23] which is a block-coordinate descent algorithm iterating over pairs of atoms
d; and their corresponding rows x' € X solving

(d, (") = arg min % ldix’ = R[> )
i, x:(\dill=1

where R = [Y - 2jzd jxf]gi is the error E = Y — DX with the i-th pair removed and
restricted only to the signals in Y that use atom d; in their representation. This implies
that x' in (2) contains only the non-zero entries of row i from X which corresponds
to the support from row i of Q. Indeed, this changes nothing in our computations as
including the zero entries would only generate zero columns in d;x’ which can not
reduce the residual R. Thus, K-SVD iterations update the atoms and their associated
coefficients in X without altering Q2. We will use this fact and the restricted form
throughout the paper.

We are also interested in the One-Class Support Vector Machine (OC-SVM) al-
gorithm [4] which is the unsupervised anomaly detection variant of the well known
SVM algorithm that has recently shown good results when coupled with other machine

learning techniques [21, 20, 24]. The primal OC-SVM objective is
N
min  Jol? —p+ LZg- st. W'xizp-& &20, Vie[N] Q)
wpl CN £ i i = i i = Y,

where (w, p) are the separating hyperplane learned by OC-SVM from training data X,
¢ are the slack variables and C is a regularization parameter. In our work we will use
Lagrange multipliers to solve the OC-SVM problem. In Section 4 we show that this
also helps us fuse the DL and OC-SVM objectives as described around (12).



Our paper simultaneous performs unsupervised dictionary learning on the given
data and trains OC-SVM on the resulting sparse representation by combining the ob-
jective of the two algorithms as described in Section 3. The goal is to aid the OC-SVM
separation process by first projecting the data in the sparse dictionary subspaces where
anomalies are spread further apart from normal data points than in the original space;
both the dictionary and the support vector machine are trained simultaneously for this

task.

2.1. Uniform support for unsupervised anomaly detection

When obtaining €, sparse representation algorithms in general, and OMP in par-
ticular, focus on column based sparsity (e.g. each x; € X is at most s-sparse). Of
important note here is the fact that OMP provides unstructured sparsity: given x; and
x; from X, it is with high probability that the two lie in different subspaces and thus
their support differs; on the other hand a row from X has any number of zeros and non-
zeros and differs completely from the next. In the rare case where a row of X is zero,
this implies that the corresponding atom from D is unused, thus some K-SVD variants
perform atom replacement after each iteration (2) if (x')* = 0 in the hope that the new
atom will be useful at the next iteration when recomputing Q.

This is unlike structured sparisty approaches [25] such as Principal Component
Analysis (PCA) [26] or Joint Sparse Representation (JSR) [27] where each x € X lies
on the same subspace. Here the rows of X are either zero or filled with non-zeros.

In our pursuit for unsupervised anomaly detection, we introduced a mix of the two

approaches in [19], that attacks a regularized formulation of the (1) objective
- ; 2 i
D*.X* = argmin ¥ ~ DXI; +8 3 (<) )
1

where ¢ is a sparse regularizer on the rows in X. Please note the following partic-
ular forms of ¢: when ¢(z) = z we recover the widely known sparse penalty [|X]|,
also known as the ¢, ;-norm; similarly ¢(z) = ||z]|y leads to the £, y-norm and ¢(z) =
{(2) := min{|z], €} is the truncated ¢, .-norm. The resulting algorithm starts from an

unstructured support obtained through OMP and then performs KSVD-like iterations



that follow

. 1 . .
@ =g i 5 < R4 ol ®

When ¢(z) = z, if oy > S the iteration has the closed form (d;, x') = (ul, (o —ﬂ)vl)
otherwise (d;, x') = (d;, 0) where oju;v' is the first SVD term of R. When the condi-
tion is not met, the entire row is zeroed in PCA fashion resulting in a uniform support.
Please note that at the end the remaining non-zero rows, denoted with 7, still have an
unstructured sparsity pattern (i.e. X; resembles an OMP generated sparsity pattern).
This process is called uniform sparse representation and, as described in the Introduc-
tion, given a test point ¥ whose sparse representation ¥ is obtained through the learned
dictionary D via OMP, we perform anomaly detection through testing if the support of
X is included in 7.

In this paper we integrate the OC-SVM objective with the uniform support ap-
proach in (4) in order to obtain an unsupervised self-contained anomaly detection
method that improves and provides a more theoretically sound anomaly detection tech-
nique. Also, due to the minor numerical differences between sparsity regularizers ¢
from [19], our theorems will only follow the £, ; penalty where ¢(z) = z; the non-
convex £, and ¢, . regularizers are thus omitted but can be easily adapted in our pro-

posed framework from the following sections.

2.2. Supervised pair learning with vector machines

To our knowledge, there are few works that attempted to integrate dictionary learn-
ing with support vector machines. In [6], unlike us, the authors tackle the general
supervised multi-class machine learning setting. The dictionary learning part is based
on dictionary pair learning (DPL) for classification [28]

K

D*,P* = angfEinkZ::‘ Ve = DePYE +y |PFill ©

where we are given K classes with a labeled dataset Y such that the data Y; belong to
class k and the ¥, data do not. For each class we learn two dictionaries. Dy € R™" ig
the synthesis dictionary from (1) that brings column sparsity in class k representations

X, € R*%V_ In the DPL formulation, the representations X are no longer obtained



through a separate sparse representation algorithm, but instead through another dictio-
nary learning problem such that X; = P;Y;. The P, € R"™*™ dictionary is the analysis
dictionary with most of its rows orthogonal to any given signal from Y.

In (6), the resulting representations X follow a diagonal block form, ||Y; — Dy PrY kIl%
[1Y; — DkPkY,-leF Vi # k, which can be viewed as clustering through regularization.
Given a test point z, classification is performed through ¢ = arg min||z — Dksz||2.

The authors in [6] extend the DPL objective to combine sukpport vector machines

with dictionary learning for general supervised classification tasks

K
D*,P*,X*,w*,p* = argmin )" IV = DeXill} + 1 IPeYe = Xall;
D.,PX,w.p =1
2
+ 72 ||PeYe - + ¥38 (X B i i) + v Pl - (7

Here we are presented with a minor adaptation of the DPL problem that is split among
the first three terms such that the first term is the standard DL problem (1) providing
X to the second term that learns the analysis dictionary based on the X; = P;Y; DPL
factorization. In the fourth term g is the standard SVM function applied on the repre-
sentations X where £ are the labels and (w, p) the separating hyperplane. The last term
is a penalty on the magnitude of the coefficients from P. To solve (7), the authors em-
ploy an alternating minimization (AM) scheme on each of the variables. Given a test
point z, classification is performed through ¢ = arg /Inin a|lz = DePizl - (wZsz + pk)

where a > 0 is an extra hyper-parameter meant to balance the two terms.

2.3. Related work

Although mostly under the supervised setting and with few works addressing the
fusion of DL and SVM, there exists a lot of recent work on this topic which shows that
there is an active community with a keen interest in the area.

We start off with existing work employing supervised DL with SVM. In [29] the
authors revisit (7) and propose an ADMM-based approach for attaining the objective,
while [30] imposes smoothness and label-based profiling on the sparse coefficients by
augmenting (7). [31] is very similar to the work proposed in [6] but in the standard

DL setting (1) with Fisher-based inter and intra-class discrimination [32]. [5] follows
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the same approach but without Fisher discrimination. Although the SVM model is not
taken into consideration when updating the representations, [33] proposes a convolu-
tional Fisher DL supervised discrimination scheme that uses an SVM classifier at the
end on the resulting representations.

Within the DPL family we first mention supervised classification works such as
[34] that performs anomaly detection using DPL for process monitoring, [35] employ-
ing multi-class DPL in the latent space of an autoencoder architecture, [36] impos-
ing structure on the multi-class DPL based algorithm. Lastly, tackling only the DPL
without classification but with a direct impact on the above we mention [37] that uses
FISTA for sparse representations and alternating schemes for learning the dictionaries,
and also [38] which extends the supervised discriminative setting to the DPL formula-
tion. Other non-linear convolutional or autoencoder DL-based supervised classification
techniques can be found in [39, 40].

In the anomaly detection realm we found little existing work. [41] provides su-
pervised learning where the training set contains labeled outliers and the standard DL
problem is penalized with [|O]|, ; where O is the set of outliers; the paper focuses solely
on representation error and does not provide results obtained for outlier detection. [42]
extends the former with an extra graph smoothing constraint; the paper does not report
results on a well known outlier detection benchmark. In [43], the authors change the
matrix norm in the standard DL problem in order to minimize the maximal error, a sim-
ple method that resembles the weak trimming approach; the paper does not provide a
scheme for anomaly detection nor numerical results related to the AD task. A two-step
method that learns a dictionary for normal time series and then uses the reconstruction
errors as replacements for the slack variables from the OC-SVM objective is presented
in [44]. Another method that tries to detect anomalies in telemetry data is introduced
by He et al. [45], which integrate OC-SVM and DL and obtain a formulation that is
similar to ours. They solve the problem in a different way, optimizing the variables
individually, and do not address the DPL formulation as we do.

For brevity, we include here a wider selection of papers along with their contribu-
tions and limitations. The methods in these papers are not from the same class or field

of work as our methods, but tackle similar tasks. The work in [46] integrates recon-



struction loss and Deep SVDD loss and computes anomaly scores using the distance of
the points from the latent space to their mean center; the approach does not offer signif-
icant performance gains for complex datasets. Another SVDD approach is proposed in
[47] where multiple SVDD models learn to discover the region where representations
of normal samples are concentrated and combined with Adaboost in order to obtain a
strong classifier; we note here the significant increase in training time. In [48] back-
ground and anomaly dictionaries are built using a method based on GMM and LOF
and are further used in the context of the low rank and sparse representation model;
the aproach also leads to large running time. Two autoencoders are used in [49] to re-
construct backgrounds and anomalies from hyperspectral images, integrating different
attention mechanisms. Background and anomaly dictionaries are used for hyperspec-
tral data decomposition. Here the larger number of target pixels sometimes leads to
missed detections.

In this paper we are interested in the unsupervised anomaly detection topic for
which we propose a novel method fusing DL and OC-SVM. In the following sections
we will adapt and analyze both the standard DL and DPL formulations for this task

together with their non-linear adaptation through kernel methods.
3. Anomaly Detection Methodology and Algorithms
Our general model minimizes the combined loss function

LY, D, X,w,p,&) = F(Y,D,X) + GX, w,p, &), ®)

where F represents the dictionary learning objective and, respectively, G the one-class
support vector machine (OC-SVM) objective. We can now define the base model of our
current study. Let F follow the anomaly detection with uniform sparse representation

from (4) and let G be the standard OC-SVM problem

1 (1L
F(LD.X) = SV = DXIE +8 ) 6 (1¥]],) )

i=1

N N
1
_ 2 _ - L (T .
GX,w,p,&) = max lwll” = p + CN iE:l & iE:l Ai(w" xi —p + &). (10)

10



ﬁ Training Set Inference Test Set A
A Training lterations g
1 Sparse <7
1 " -

" L
g 0C-SVM [Elecg?r::;y ‘ X ‘ Y

( X7 \ )| |px

P Sparse Trimmed K-SVD »
R Representation Representation E
o / D*, x* (@, 05,25 ;
[E> 1...K T
v D° )
R (e Anomaly Set A 9
= Dictionary 3 —/

Figure 1: DL-OCSVM Anomaly Detection Diagram. In the left panel the training procedure starts with an
initial dictionary D° and training set ¥ and then proceeds to obtain the sparse representations X on which
the first OC-SVM model is trained. The tranining process iterates K times between the DL routine, that
uses the OC-SVM model variables to update the dictionary, and the OC-SVM routine, that uses the sparse
representations from the DL model. In the right panel the DL and OC-SVM models are trained and inference
is performed on the new set ¥ by first obtaining the sparse representations with the trained dictionary DX,
trimming the representation via the dictionary update routine and running them through OC-SVM to obtain

the anomaly set A.

Here we use the Lagrangian form of the OC-SVM problem where the representations X
produced through the dictionary learning process are used as support vectors, C is the
regularization parameter that represents the upper bound of the fraction of outliers (and
the lower bound of the fraction of support vectors), w and p define the separating hyper-
plane, & are slack variables and A the Lagrange multipliers. In the DPL formulation the
objective will be modified accordingly as X = PY implies that the variable X is replaced
by P and the loss function becomes L(Y, D, P, w, p, &) = F(Y, D, P) + G(PY, w, p, &).
We propose an alternating minimization (AM) approach to solve the objective from
(8). The steps necessary for our DL-OCSVM general anomaly detection scheme are
organized in Algorithm 1. Steps 1-6 describe the training procedure. Step 2 computes
the initial representations using the initial dictionary and column sparsity s. The result-
ing support Q will be fixed during the rest of the procedure unless an entire row from
X is zeroed. Step 3 trains an initial OC-SVM model based on the initial representa-
tions. The AM iterations from steps 5 and 6, also called outer iterations, are performed
K-times by step 4. Step 5 performs the inner-iterations of the DL process mixed with

the OC-SVM objective and afterwards, in step 6, the OC-SVM model is updated with

11



Algorithm 1: DL-OCSVM: Anomaly Detection Scheme

Data: train set Y, test set ¥, dictionary DO, sparsity s, iterations K

Result: final dictionary D and OC-SVM model (w, p, &, 1)

1 Training Procedure

2 Representation: apply OMP to obtain X° and its support Q
3 Support vectors: model (P, po, fo, 19) based on X°

4 forkef{l,...,K}do

5 | DL: inner routine that learns D¥ and X* with fixed w*~!, %!

6 Support vectors: model (a)k , pk, fk , /lk) based on fixed X*
7 Inference: build anomalies set A based on OC-SVM at iteration K

8 Anomaly Detection

9 Representation: inner routine that obtains X from ¥

—

o Inference: build anomalies set A using OC-SVM trained model on X

the new representations from the previous step.

There are two approaches to unsupervised anomaly detection. The first approach
trains a model on the entire dataset (steps 1-6) and then provides the found anomalies in
set A (step 7). The second approach trains a model on a data subset and then in steps
8-10 checks the rest of the data for anomalies by performing sparse representation
with the trained dictionary (step 9) and inferring on the resulting representation with
the trained OC-SVM model (step 10). We will investigate both approaches, while the
former may provide better results because it sees all the data in training, the later can
provide faster training times due to the reduced data size and can be less prone to over-
fitting errors. Given a test point z from the dataset, OC-SVM inference (at step 7 or 10)
computes i = sign (sz - p). If i < 0 then we found an anomaly and we add it to set
A.

In Figure 1 we provide a diagram of the DL-OCSVM anomaly detection scheme
connecting the steps from Algorithm 1 with the input and output data structures. The

following sections will analyze the algorithm properties together with the DPL and

12



kernel extensions.

4. Uniform representations through regularization and OC-SVM

In this section we will study the adaptation of standard DL and the DPL formula-
tions for uniform representations mixed with OC-SVM and their effect on the general

loss L.

4.1. Standard DL with €, regularization

Given the mixed objective (8) with ¢(z) = z in (9) we obtain

1 n
LD, X, w,0,6) = S IY - DX||* +ﬂZ €|, + GX. w.p. &), an

i=1
where x’ represents a line from X. Let us consider the original K-SVD iteration where
each atom d; and line x', are updated in a cyclic manner, at once. Our mixed objective

becomes:
(@) = arg n_liné ldix' = R|[2. + B|1%], - wix'd, (12)

iolldill=1,x'

where R =Y — 3 .;d ;x/ is the approximation residual without the contribution of d;
and x', and, from the OC-SVM objective, w; € w is the element corresponding to d; and
A the Lagrange multipliers. The success of K-SVD updates for sparse representation
problems [23] relied upon the explicit form of the new iterates pair (d*, x*) and the
fast convergence to a good stationary point. Although the K-SVD extension developed
in (12) does not share the former benefit that allows its easy computation, we further

formulate the new iterates as the solution of tractable quadratic minimization problems.

Theorem 1. Let ¢(z) = z and v the element of w corresponding to the current atom
di. Then the closed form solution of the K-SVD iteration for (12) is given by: let
d* = arg Hrj{}ll_n1 —% ”RTd + v/l”z

(i) If ||R"@* + vA|| > B then

df =d* 13)

i

" = (1 - m)(ﬂdlf +v )7, (14)

13



(ii) Otherwise, when |RTd* + vA|| < B, (df,(x)*) = (d;, 0).

Proof. For simplicity we drop the coordinate indices. The modified K-SVD iteration
(12) becomes:

NN S, r 1 s
= —xR"d+ = ||R||z + —vxA,
min min 2 " = xR7d + 3 IRl + Il = vx

Denote x*(d) the solution in x for a fixed d. The first order optimality of the inner
problem is given by: 0 € x*(d) — (RTd + vA) + Bo ||| (x*(d)). If ||RTd + wl“ < B then

x*(d) = 0, otherwise the above relation reduces to:

B * T _ pT
(1 + ”x*(d)”)x @" = R™d +vA. (15)

Then, a first consequence of (15) is [|Ix*(d)|| = ||RTd + v/l” — 3. By using this identity
again in (15) yields as a second consequence (1 + m) x*(d)" = R"d+vA which
produces in this case the explicit form of the solution x*(d)

B

“(d)=|1- —— | (RTd T 16
x'(d) ( ||RTd+v/l||](R +vA) (16)

Replacing both null and explicit form in the original minimization problem we get:
l * * * *
5 llx @I = x"(DR"d + Bllx" (@)l - vx"(d)A

1 (||RT 2 o RT
B (IR7a +val| - )" if ||R c.l+ va| > B _ _% (K7a+va] ‘ﬁ)i |
0 otherwise.
where (-); := max{0, -}. Since (- — )% is nondecreasing, then the K-SVD subproblem
reduces to computing d* = arg ﬁf}fg} % ||RTd + v/l”z, followed by computing x*(d*)
through (16).
O

Remark 2. Computing (d')* with (13) reduces to maximizing a convex quadratic cost
over the sphere, which results in a nonconvex constrained optimization problem com-
monly named as trust region subproblem [50]. Despite its nonconvex nature, there are
various references stating that the global solution is computable through simple itera-

tive schemes [51, 52, 50, 53, 54]. Given the singular value decomposition R = ULV,
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Algorithm 2: DL-OCSVM: DL inner routine (step 5 from Algorithm 1)

Data: train set ¥ € R™¥ D1 € R™" inner iteration k

Result: dictionary D* and representations X*
1 Error: EF = Y — D1 x5!
2 forie{l,...,n}do
3 | Atomerror: R¥ = EF 4 gk~ i1
4 | Update: new (d¥, x**) according to Theorem 1

5 New error: EX = R* — dfx'*

the subproblem from (13)

o |
) IR"d + M”§ = _EdTRRTd —vd"RA +c,

can be reformulated through a change of variables into d := U d to get:

|
min —=d'¥*d-d q +c,
lldl|=1

where q := vEIVT A As stated in [50, Corrolary 8], by solving the bi-dual convex
problem:

. 1
n =5 Lol Vi (17)

mi
2iyi=l

we recover the optimal cflf‘ = sign(q;) \/y_f and further more d* = Ud*. The final problem

(A7) is convex and it has a single linear equality constraint.

The exact computation of d* based on the reasoning from above is computationally
dominated by the SVD procedure at cost O(m>N). The processed program (17) has
been particularly solved in [50] by a simple interior-point scheme in O(m In(2m/¢€)),
where € is the accuracy of the solution. For this reason, we used in practice a particular
Power Method scheme that approximates the solution (13) and avoids the SVD step.

We are now ready to describe in Algorithm 2 the inner-iterations of the DL process
(see step 5 in Algorithm 1). Given the initial dictionary and representations from the

last outer iteration, step 1 initializes the overall representation error E. Step 2 starts the
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inner iterations walking through all the dictionary atoms and their associated rows in
X. In step 3 we compute the residual of the current pair and proceed to update the atom
and its representations at step 4 following Theorem 1. Finally, in step 5, we update the

error with the new atom and representations.

Proposition 3. Let (DX, XK, WX, p¥, & Yis0 be the sequence generated by the Algorithm 1

using the inner iterations of Algorithm 2. Then the following decrease holds
LY, DR XKL T Rl gty o py DR xR of of 5 Wk > 0.
Proof.
L(Y D, XK ok pf € = F(Y, DX, X% + G(XK, o, pF, €5

3 IR = a4+ ) |

J#L
A =+ oy et ettt attar a0t
J#
Thegremd. 1 1 ”Rk d! lk+1”F + B¢ - w zk+1/l+ﬁZ”xj,k”
I
+||wk||2—p +—Z§ Zw x’k/l+Z/l —p* +f
JEI
Theorem_L 1

“Rk dk+l ik+1 dk+l i+1, k+l“F+B(“xi,k+1“+“xi+1,k+l||)

i+1

_ (w;cxz,kﬂ +a)i+1xl+1,k+1)/1+ﬁ Z “xj,k”

J#ELI+]

+”wk”2—pk+ Zf - u)x/k/l+Z/l ot + &

J#LI+1

> F(Y,DkH,XkH)+ “wk” _p 4 _Z‘f Zw kL

+ Z /l] [_pk + gl]c] — F(K Dk+l,Xk+l) + G(Xk+l,wk,pk,§k)
7

OC-SVM

F(Y, Dk+1,Xk+1) + G(xk+1’wk+l,pk+l’§k+l)

— -E(Y, Dk+1,Xk+l,wk+l,pk+l,§k+l)

where G(X**!, Wk, p*, £) implied just an inference on X**! with the existing model

(wF, pF, &%) and G(X*1, w1, p**1, &+1) implies an update of the support vectors with
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Algorithm 3: DL-OCSVM: Anomaly Detection (steps 8-10 in Algorithm 1)

Data: test set ¥ € R™V , dictionary D € R™", sparsity s,

and OC-SVM model (w, p, 1)

Result: anomalies A

—

Representation: X = OMP(Y, D, s)
2 Error: E =Y - DX
3forie{l,...,n}do

4 Atom error: R = E + d;&

5 Trimming: zero & if condition from (5) holds

=)

if sign (a)chi —p) <Othen A=AU{i} YieN

the new signals X**! and an inference afterwards thus making the last inequality true.

O

Proposition 3 and its proof can be easily adapted to the algorithms regarding the
DPL formulation and the kernel variants from the following sections and so we will
not revisit the topic.

Assume that the Training Procedure part from from Algorithm 1 steps 1-6 was
already performed with the inner iterations of Algorithm 2 thus obtaining a trained
DL-OCSVM model. We now detail the Anomaly Detection part from Algorithm 1
steps 8—10. First note that after training is completed the OC-SVM term w;x'A from
(12) vanishes as new test data does not affect nor depend on the training data and the
associated A parameters. Thus (12) resumes to problem (5) described in Section 2.1.
Taking this in consideration during testing, for uniform representation we check the
condition oy < 8 and zero the row x when it holds as described below (5).

For clarity we include in Algorithm 3 all the necessary steps for performing anomaly
detection with the trained model on a different set ¥. Steps 1 and 2 produce the rep-
resentations with the provided dictionary and compute the representation error similar
to the initialization during training. Step 3 starts the inner iterations walking the dic-

tionary atoms without updating them but instead computing the residual (step 4) and
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zeroing the associated representations row if the condition from (5) holds. Finally, in

step 6 we apply OC-SVM inference on the resulting sparse representations X.

4.2. Adapting the DPL formulation
As we have seen in Section 2, the DPL formulation is often used in the literature
mostly due to its efficient sparse representation computation: it is much faster to com-
pute the matrix multiplication PY than to apply a greedy algorithm such as OMP.
Thus let us investigate next the DPL formulation by modifying F in (9) to include

the DPY factorization

n

1 n ) )
F(L.D.P) = S 1Y = DPYI + 8 ) o ([pY]l,) + D el ] (18)

i=1 i=1
where D is the synthesis dictionary and P is the analysis dictionary. In this formulation
the sparse representations X are obtained through the simple matrix multiplication PY.
We add the third penalization term ', ; || p'Y “1 in order to induce zeros on the rows
of matrix X. This is helpful because, unlike multi-class classification schemes such
as [28] and [6] which rely on group sparsity using per-class matrices Dy and Py as
discussed in Section 2.2, in our approach we have a single D and P and we rely on the

individual sparse representations for discrimination.

Remark 4. Choosing «a for the (| penalty. We have Ns nonzeros in X, s per each
column, out of the total Nm elements of X. Let Q be the initial support of X generated
by OMP and Q' the support of row x' such that ; = ||xi||0 = |Q|. We can set @ € R”
as the unit vector whose elements are built from the row-wise {y-norm of X as a; =
Sil A2k g,% which will then impose row-sparsity according to Q. To cope with the other

parameters in (18) we can introduce a common parameter y and rewrite the last term

n

asy 2y aillpiYll.

In K-SVD fashion, we approach (18) through the update of each synthesis atom d
in D and its corresponding analysis atom p from P which produces the sparse repre-
sentation line x = pY from X. For the convex ¢, regularization case where ¢(z) = z,
the modified K-SVD iteration becomes

. 1 . . . .
(@7 (¢')") = argmin 5 ldip'Y = RI[. + B[P, + a||p'Y], - wip'YA, (19
itlldil|=1.p!
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where R =Y -} ., d ;p’Y is the approximation residual without the (d;, p') pair. The

solution of (19) is obtained through the following theorem.

Theorem 5. Assume Y = YT (YYT)™! exists and denote Hy = Y'Y. Then the closed
form solution of the K-SVD iteration for (18) is:

(d",71(d"), 72(d") = min max —> ||RTd +vd—ar - o[, (20)
Il 121 !
i)
pr=R"d" +vA-pro(d) - ar(d) YT, 1)

Proof. Let p be an arbitrary line in matrix P. Therefore, substituting the representation

line x = pY in the K-SVD iteration we obtain:

2 T
min iy 2 I = (R7d + v2) + 1 + ) (22)

= minmin > SIpYIP = p¥ (R7d + va) + BllpY I + allp¥,

]
= I{cﬂlm m[m ! IpYII* - (RTd + Wl) + ”rrrzlﬁl}l BpYT) + Ilrlfllli)f apYT
= minmin = max 2 LlpyIe - pY (RTd +va) + BpYT, + apYt,
= ﬁ}l”ml \|T?||?}ﬁ"?ﬁm<l rnpln 5 ||PY||2 pY (RTd +vAd -1y — orrl) (23)
- ﬁéhiri e ) ”HY(RTd +vd—frz - “Tl)||2 ;

Ly.r 2
= min max ——||R"d + vA - By — a1y s 24)
lldli=1 lIralI< 7l <1 | F ””Y

where in (23) we used the first order optimality conditions over variable p and the form

of the solution p(d) = (RTd + vA — Br2(d) — ati(d)" YT. O

Since the minimization step (19) is nonconvex and nonsmooth, we rely in our tests on
the approximated updates (20)-(21). For approximation, we used a projected gradient
method with constant stepsize.

Our algorithms require minor modifications to accommodate the DPL form. The
(d, x) update from Algorithm 2 step 4 is replaced with updating the (d, p) pair as in
Theorem 5. For anomaly detection with a trained model, we no longer require steps 2

and 4 in Algorithm 3 and during trimming in step 5 we zero the lines in X where ||pY]|
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is (almost) null. In practice, following K-SVD, R and Y contain only the signals which

use atom d in their representation.

5. Kernel formulation

Kernel functions ¢ : R™ — R™ are used to induce non-linearity in the feature space
of Y € R™¥ leading to the higher dimensional space ¢(Y) € R™V where i > m.
While this potentially improves our algorithms modeling capabilities, it also comes
with significant computational costs that can be reduced through the kernel trick when
Mercer functions are used. If a kernel takes us to possibly infinite /72 dimensional
feature spaces, the kernel trick helps us reduce computations to O(N) instead. An

improvement, but still far from our initial m dimensionality.

5.1. Kernel Dictionary Learning

In order to employ the kernel trick, the kernel dictionary learning problem rewrites
the dictionary as D = D + D, with D € span(¢(Y)) and D, its orthogonal complement
such that (Y)'D, = 0 and D"D, = 0. As shown in [3, Ch.9] inserting this in the

standard dictionary learning problem (1) leads to the equivalent problem
min |lp(¥)(I ~ AX)|l; (25)

where D, = 0 and the dictionary D is rewritten as D = ¢(Y)A with A € RV, Indeed
Y — DX|I% = |lp(Y)(I — AX)|[, whereas in the linear case (i.e. ¢(Y) = Y) it does
not make sense to work with AX as it involves more computation with no benefit, for
the kernel formulation it actually reduces algorithmic complexity because when we
unpack (25) we form K = ¢(¥)T ¢(Y) with K € RV which enables the kernel trick.
We denote with k;; = 0T o(y i) = k(yi,y;) the elements of K.

Let z € R™ be a given test point, also let A € RY*" be the trained kernel dic-
tionary from (25) and let { = «(y;,2) = {& | & = ¢()" @), Yi € [N]}. Then
the resulting representation error is e = ¢(z) — ¢(Y)Ax = ¢(z2) — ¢(Y)Arxy with
xr = {x; | x; # 0}. For OMP atom selection [S5] we never compute e and instead

we use the equivalent quantity to evaluate the correlation D”e = DT [¢(z) — ¢(Y)Ax] =
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ATp(Y) [¢(2) — ¢(Y)Ax] = AT({ — KAx). For multiple test points ¥ € R™¥ where
kj = {kij | kij = )T @(3)), Vi € [N]} with j € [N], we arrive at DTE = AT(K -
KAX) = ATK — ATICAX. This can be solved by using OMP(AT K, ATKA, s) in step 1
of Algorithm 3 where ¥ « AT% and D «— ATKA .

In Step 2, the representation error also needs adjusting. For the test set ¥, the repre-
sentation error becomes E = ¢(¥)— DX = ¢(Y) (@ - AX ) where @ is the expansion co-
efficients of ¢(Y) in the span of ¢(Y) such that ® = ¢(¥) (¥) = (QO(Y)TQO(Y))_I o o) =
K~'K. In kernel DL algorithms, the representation error is replaced with just E =
0 - AX, working in the A space not in the feature space [3, Ch.9.4], which leads to
E = K~ '% — AX. During training K < % and we modify the above accordingly; of
special note is the training error E = I — AX which circles back to the objective in (25).

The standard Kernel K-SVD iteration follows min,  [l@(Y)(R — ax)llfF such that
e
in (25) (AT@(Y)T)(@(Y)A) = ATKA = (ATK1)(K2A). The kernel dictionary learning

‘ = 1. The normalization constraint follows from expanding the Frobenius norm

objective F' becomes
1 ;
F(Y.D.X) = = e = AX)l +8 ) ¢ (|+1],) (26)

Note that G is not affected by this as the OC-SVM problem deals with the sparse
representations in X.
For the ¢, regularization from Section 4.1 we take into consideration only the

(a, x) pair

1 1
7 llp()(R — ax)lz + Bl = STrR - ax)" (V) p(Y)(R — ax)] + B Ixll

1
ETr(RT‘KR —R"%ax — x"a" KR + xTaTWax) + B1xll,

1
E(Tr(RT‘KR) - 2xR"Ka + a" Ka||x3) + B Ixll,
which, together with the objective from G, leads to the modified K-SVD iteration

(af,(x)*) = argmin % ||xi”2 - X'(R"Ka; +vA) + B Hx’“ (27)

a,v:H‘Kf a,-H:l,xi

where we used the fact that aiT‘Kai = 1. We show how to solve this iteration as a

Corollary to Theorem 1.
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Corollary 6. Let ¢(z) = z, v the corresponding element of w and K the kernel matrix.

Then the closed form solution of the K-SVD iteration for (27) is: if ”RT‘Ka + wl“ >p

then
o LIRT % £ 4 vl 28
a = argﬁlj}“az E“ f+v ”2 (28)
Kook ﬁ T * T
=[l1-7——— ZIRR 2
x"(a®) ( “RT‘Ka* +wl||)(R Ka* +vA) 29)

otherwise (d, x) = (d,0). Where solving for a* reduces to a trust region problem.

Proof. Denoting x*(a) the solution in x for a fixed a, the first order optimality of the

inner problem reduces implies:
0ex*(@)" —R'Ka—vd+Bo|x"(a) (30)

Notice that if HRT‘Ka + v/l” < B then x*(a) = 0. The proof follows that of Theorem 1
leading to (29) and

a® = arg max 1 HRT?(a + V/l“i 31
Hw%a =1 2

which can be rewritten by using f = Kza as:

. | T 2
ff=arg ﬁ?”ag 3 HR Kif+ M”z 32)
and then we can recover a* from K2a* = 1.
Given the eigendecomposition of the PSD matrix K = UAUT where A is diagonal,
then K2 = UA2UT and a* = UN"2UT f*
O

To conclude, we sum-up the adaptations required in our algorithms for the kernel
DL formulation. As discussed, Algorithm 2 step 1 will use the error E = [ — AX
which will also reflect in the other steps involving the residual R. Also, in step 4 the
update will regard the (a, x) pairs of Corollary 6. When performing anomaly detection
with a trained model, we have to adapt the following steps of Algorithm 3: step 1
will call OMP(AT K, ATKA, s), step 2 will compute the error as E = KK — AX and
during trimming in step 5 we will zero the lines if the corresponding condition from

Corollary 6 holds.
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5.2. Kernel DPL

The kernel version of the DPL problem requires using kernels for the sparse repre-
sentations as well. Let us factorize, without loss of generality, P = BY”, in a fashion
similar to the factorization D = YA used in kernel DL. In this way each row p' of P is
expressed as a linear combination of the signals in Y, with the coefficients b’ as the i-th
row of the tall matrix B, p' = b'Y”. The DPL formulation (18) becomes

F(Y,D,B) = 1||Y—DBYTY||12D+B o(|o'YTY|,)+ > e |pYTY|,. (33
2

i=1 i=1

In the kernel DL setting, using kernels ¢(Y), this becomes

1
F(Y,A,B) = = [le(d - ABo(Y) g(V))|[}. + (34)
+8 ) o(Peem,) + X i [peTem|, 33
i=1 i=1

n

1 1 ) .
= 5 lle ()t - ABK)I; + B So(lp'xl,) + > ek, G6)
i=1

i=1

Note that equation (36) is the kernel version of (18), with PY replaced now by BK.
When solving iteratively in K-SVD fashion, the subproblem resembles a combina-

tion of (22) and (27), with x = bX:

@)= argmin S = x (R %a + va) + ) + ¥, G
a;:”?(Z aj||=1.x":xi=biK

Note that (37) is in fact identical to (22) with d « Kia, x « bK, R — KR and
Y « K, and thus the solution can be found with the same procedure. For completeness,

we formalize the result below.

Corollary 7. Let K" denote the Moore-Penrose pseudoinverse of K, and denote Hy =
KK = KK (since K is symmetric). Then the solution of the inner K-SVD sub-
problem (37) for the kernel DPL global objective (36) is the following:

1 2
(d*,71(d"), 72(d*)) = min max —= HRT«%d +vl—at - ,8T2H (38)
ldl=1 flrallp<1. 2 Hy
[ITillee <1
at=K1d* (39)
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Table 1: DL-OCSVM important variables and hyper-parameter summary.

Algorithms Notation Description
DL, DPL, KDL, KDPL B uniform support regularization and threshold

DPL, KDPL a ¢, sparsity regularization on rows p'Y, i € [n]

C regularization and anomalies upper-bound fraction
OCSVM & slack variables
P separating hyperplane offset
DL, DPL, KDL, KDPL, OCSVM w separating hyperplane normal vector

P Lagrange multipliers

b* = (RTK2d* +vA - Bra(d) — ati(dH) K (40)

41)
As a consequence, the optimal x is:
xt =K = RTK2d* +vA - Bro(d) — a1 (d) Hy (42)

Proof. The inner K-SVD sub-problem (37) is identical to (22) with the following
change of variables: d « Kza, R — KiRand Y « %. Note that Hy is symmet-
ric.

Therefore the solution is (24), with the required change of variables. O

In practice, following K-SVD, each update considers only the signals which use the
corresponding atom a in their representation, thus R and ) contain only the columns
corresponding to these signals.

With regard to Algorithm 2 and Algorithm 3, using the kernel DPL variant requires
all the previous modifications implied separately by both DPL and kernel DL variants,
respectively. Thus, in Algorithm 2 the error is computed as £ = I — AX = I — ABK,
and in step 4 the individual (d, x) updates are now based on the (a, b) pair defined in
Corollary 7. In Algorithm 3, step 1 will call the kernel OMP(AT‘k,AT’KA, s), steps
2 and 4 are no longer required, and in step 5 we zero the rows of X where ||bK]| is

(almost) null.
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Table 2: Datasets from ODDS used in the experiments

Dataset No. features | No. samples | No. outliers | Sparsity | BDL B,y DPL

satellite 36 6435 2036(32%) 6 0.5 0.02 0.07
shuttle 9 49097 3511(7%) 4 0.32 0.14  0.03
pendigits 16 6870 156(2.27%) 5 0.115 | 0.14 0.04
speech 400 3686 61(1.65%) 10 0.05 03 0.14
mnist 100 7603 700(9.2%) 8 0.01 0.02 0.16
Dataset No. features | No. samples | No. outliers | Sparsity | KDL | B,y KDPL
cardio 21 1831 176(9.6%) 5 0.15 0.05 0.05
glass 9 214 9(4.2%) 3 0.05 035 045
thyroid 6 3772 93(2.5%) 3 0.05 0.05 0.05
vowels 12 1456 50(3.4%) 4 0.5 0.05 0.35
wbc 30 278 21(5.6%) 6 0.45 025 0.05
lympho 18 148 6(4.1%) 4 0.3 0.15 0.05
6. Results

Before proceeding with the numerical simulations, we remind and collect in Table 1
the important hyper-parameters and variables needed during training. The first column
lists the algorithms using the parameters and the last column describes their role within
the algorithm. The last two rows reflect the DL-OCSVM fusion where w and A are
used by both DL and OCSVM algorithms. In order to validate our algorithms we
performed a set of experiments using the popular Outlier Detection Datasets (ODDS) 1_
The number of features, samples, and outliers (with the associated contamination rate)
together with the corresponding sparsity used by our models across the experiments for
each of these datasets are presented in Table 2.

We set the maximum number of outer iterations K = 6 across all the experiments.
A grid-search over 20 randomly generated dictionaries was performed for each of our
models with the purpose of finding the dictionary that, together with the other hyperpa-
rameters, produces the best Balanced Accuracy (BA), which is defined as the arithmetic
mean of True Positive Rate (TPR) and True Negative Rate (TNR). TPR represents the

proportion of actual anomalies that were correctly identified as outliers and, respec-

'https://odds.cs.stonybrook.edu/

25


https://odds.cs.stonybrook.edu/

tively, TNR the proportion of actual normal samples that were accurately identified as
normal.

We compare the results obtained by our methods with the state of the art AD
methods One Class - Support Vector Machine (OC-SVM) [4], Local Outlier Fac-
tor (LOF) [56], Isolation Forest [57] and Autoencoders (AE) [58] that were opti-
mized through an extensive grid-search across multiple kernels, metrics and hyper-
parameters. For AE we used symmetric encoders and decoders, each having 3 or 4
layers (depending on the number of features in the datasets) and the same activation
function for all layers. The optimizer, dropout rate and activation functions were opti-
mized by performing grid-search for each dataset. In order to emphasize the benefits
of combining DL and OC-SVM, we also report results for a baseline DL method and
a kernelized one. Both of them use the representation errors in order to detect the out-
liers, with a threshold that is determined by the real contamination rates of the datasets.
The same 20 randomly generated dictionaries are used in the tests. Linear OC-SVM is
included with the purpose of highlighting the superior performance of DL-OCSVM
and DPL-OCSVM over simple OC-SVM, thereby demonstrating that the modified
DL/DPL reprezentations enhance the discrimination capacity of linear OC-SVM. For
fairness, when comparing against kernel DL variants we use the best non-linear kernel
OC-SVM variant identified through grid-search. Experiments were implemented using
Scikit-learn 1.3.0 and Python 3.11.5 on an AMD Ryzen Threadripper PRO 3955WX.
Our algorithms implementation and their applications are public and available online
athttps://github.com/iulianhiji/AD-DL-0CSVM.

We start by presenting the convergence of the inner iterations of our DL-OCSVM
algorithm in Figure 2(Left), where the dotted lines mark the end of an outer iteration.
The total error computed after each inner iteration is strictly decreasing within each
outer iteration. Also, after a number of only 4 or 5 outer iterations further computations
do not seem to offer significant improvement. In Figure 2(Right) we can see how the
total error, DL error (from (9)), OC-SVM error (from (10)) and BA vary across outer
iterations. As we can see, even if the total error converges, the OC-SVM error is
non-monotonic, replicating the effect on BA. This artifact appears because we use an

implementation of OC-SVM which does not support restarting.
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Figure 2: (Left) Convergence on shuttle dataset: each point is an inner iteration, vertical lines separate outer
iterations. (Right) Outer iterations convergence analysis of total error £ (first), DL error F (second), OC-

SVM error G (third) and BA variation (fourth).

We designed multiple experiments based on the two approaches discussed at the
end of Section 3. In the first experiment we used the entire dataset for both training
and prediction in order to see how our models behave when they have to analyze a
single batch of data. We trained the models described in Sections 4.1 and 4.2 using
different values for 8 and vy (in the DPL model) in order to find the best ones; the result
parameters can be found in the last two columns of Table 2. The BA obtained by our
models in this experiment are better than the ones of the competing models in 3 out of
the 5 datasets and they closely follow the maximal ones in the other 2 cases, as it can
be observed in Table 3. The tables that present the scores of the tested methods use the
bold font to emphasize the best one for each dataset. When compared to the proposed
method from [19, Table 1], it can be easily observed that the inclusion of OC-SVM in
the DL process has brought a clear overall improvement.

For further insights, in Table 4 we show the TPR and TNR corresponding to results
from Table 3 while in Table 6 we present the training and testing times obtained while
using the entire dataset for both. The displayed times are generally longer than the ones

corresponding to the competing models (with a few exceptions) due to the fact tha we
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Table 3: Max Balanced accuracy for all data

Dataset || DL-OCSVM | DPL-OCSVM DL OC-SVM | LOF | IForest AE
satellite 0.7319 0.7760 0.6324 | 03016 | 0.5677 | 0.7105 | 0.6543
shuttle 0.9400 0.9481 0.8118 | 0.4757 | 0.5316 | 0.9768 | 0.9782

pendigits 0.8163 0.8724 0.5899 | 0.6446 | 0.5895 | 0.8725 | 0.7669
speech 0.5283 0.5915 0.5080 | 0.4889 0.5 0.5232 | 0.5246
mnist 0.8402 0.8528 0.6219 | 0.5580 | 0.5736 | 0.7441 | 0.7320

Table 4: TPR(left) and TNR(right) for all data

DL-OCSVM | DPL-OCSVM DL OC-SVM LOF IForest AE
Dataset TPR TNR | TPR TNR | TPR TNR | TPR TNR | TPR TNR | TPR TNR | TPR TNR
satellite || 0.634 0.830 | 0.694 0.858 | 0.4980 0.7667 | 0.5162 0.0871 | 0.326 0.810 | 0.454 0.967 | 0.528 0.781
shuttle || 0.886 0.995 | 0.904 0.993 | 0.6511 0.9726 | 0.6539 0.2975 | 0.130 0.933 | 0.983 0.971 | 0.960 0.996
pendigits [| 0.949 0.684 | 0.968 0.777 | 0.1987 0.9810 | 0.7885 0.5007 | 0.263 0.916 | 1.0 0.745| 0.545 0.989
speech || 0.984 0.073 | 0.443 0.740 | 0.0328 0.9832 | 0.4754 0.5023| 0 1.0 | 0.049 0.997 | 0.066 0.984
mnist 0.917 0.763 | 0.869 0.837 | 0.3143 0.9295 | 0.7486 0.3674 | 0.216 0.932 | 0.649 0.840 | 0.514 0.950

perform the OC-SVM training in each outer iteration. Table 6 does not show testing
times for LOF because the scikit-learn implementation does not support prediction as
a separate action.

Based on the scores that the models provide, we also present a threshold indepen-
dent score (AUROC) computed in the same scenario in Table 5. Similar to Table 3, our
method outperforms the other models for satellite and mnist datasets.

In Table 7 we present the results obtained with our Kernel DL-OCSVM method
from Section 5.1. Again, all the data were used both in training and testing. We
achieved the best results in 3 out of 6 datasets, proving that our kernel implementa-
tion manages to make use of the induced non-linearity in order to detect the outliers
and were close to the best result in two other datasets.

Next we focus on the effect of the hyperparameters 8 and vy on the anomaly detec-

tion process.
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Table 5: Max AUROC obtained for all data

Dataset || DL-OCSVM DL OC-SVM | LOF | IForest AE
satellite 0.8065 0.6691 0.6966 | 0.5788 | 0.7194 | 0.6824
shuttle 0.9134 0.9444 | 0.9884 | 0.5557 | 0.9970 | 0.9902
pendigits 0.8790 0.8276 | 0.9513 | 0.5282 | 0.9535 | 0.9680
speech 0.5286 0.5686 | 0.6283 | 0.6921 | 0.4890 | 0.4801
mnist 0.9101 0.7566 | 0.8574 | 0.5965 | 0.8503 | 0.8934

Table 6: Training(left) and testing(right) time(in seconds) for all data

Dataset || DL-OCSVM | DPL-OCSVM DL OC-SVM LOF IForest AE
satellite 57 134|169 120 | 3.83 0.007|0.811 0.364| 249 -]0.73 0.11 [ 25.69 0.31
shuttle 100.1 7.1 1263 7.1 8.46 0.04 | 3294 1535|44943 -|0.64 0.30|36.17 2.59

pendigits || 1.16 0.84 | 7.3 0.80 | 1.91 0.007 | 0.73 033 1.09 -1090 0.11 [23.77 0.40
speech 21.3 797 | 129.8 3.61 |3036 0.015| 1.04 047 | 140 -|045 0.18 | 3.39 0.21
mnist 31.1 378 | 523 2.88 |28.39 0.012| 165 0.78 | 745 -|0.53 0.18|31.21 0.39

In Figure 3, we show in the left side the mean and the standard deviation of the
balanced accuracy obtained in the experiments for different values of 8 while using the
20 randomly initialized dictionaries. In the right side, we plot the maximum balanced
accuracy corresponding to the same random dictionaries. For some of the datasets (like
satellite, speech and pendigits) both mean and maximum BA have a lower variance,
while for others (like mnist and shuttle) both metrics have a higher variance. The same
metrics are analyzed for different values of 8 and y from the DPL formulation from
Section 4.2. The values corresponding to the lympho dataset are displayed in Figure 4.
We can see that we obtain better BA when both 8 and y have larger values.

The next hyperparameter to investigate is the contamination rate and the robustness
of our models when we vary the number of outliers found in the dataset. The entire
dataset is used for training. We depict our findings in Figure 5 where we show the vari-
ation of BA obtained for all the datasets when we use all the inliers and an increasing
number of the outliers for training. At the end we test the resulted representations. The

models are trained using the optimal DL parameters from Table 2. Because each time
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Table 7: Maximum Balanced accuracy obtained for all data on smaller datasets

Dataset || KDL-OCSVM | KDPL-OCSVM | KDL | KOC-SVM | LOF | IForest AE
cardio 0.7874 0.7888 0.7988 0.7896 0.5564 | 0.8620 | 0.8617
glass 0.8951 0.8292 0.5940 0.7731 0.8566 | 0.7132 | 0.5360
thyroid 0.7331 0.8876 0.7186 0.7565 0.5648 | 0.9506 | 0.7627
vowels 0.7869 0.7843 0.7411 0.7588 0.7419 | 0.6663 | 0.6582
wbc 0.8991 0.8501 0.8473 0.7703 0.8137 | 0.8655 | 0.7969
lympho 0.9225 0.8122 0.9096 0.8309 0.8192 | 0.8873 | 0.9964
o A A 08
. 'w\ - 07
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—— shuttle
satellite
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Figure 3: Mean (left) and maximum (right) BA for different values of § on multiple datasets.

we start the training process from the beginning with a different number of outliers we

obtain variations in the balanced accuracy. This happens because for each set of data

a different dictionary, a different set of representations and a different OC-SVM model

are produced without a grid-search. This has the side-benefit of depicting again the

robustness to hyperparameter values as it can be seen that the ranges of BA contain

values that are near the maximal ones from Table 3.

In the last experiment, we want to analyze how our models behave when they have

to make predictions on a new dataset different from the one it was trained on. In order to

achieve this, we designed an experiment that makes use of KFold cross-validation [59].

The data are split into a validation set (80%) and a testing set (20%). The validation
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Mean Balanced accuracy Max Balanced accuracy

Figure 4: Grid-search for 8 and y on lympho dataset with the resulting BA mean (left) and maximum (right).

Table 8: Balanced accuracy obtained for testing data in the KFold CV scenario

Dataset || DL-OCSVM DL OC-SVM | LOF | IForest AE
satellite 0.6354 0.5 0.3682 | 0.5764 | 0.6979 | 0.6272
shuttle 0.5164 0.7664 | 0.5160 | 0.5174 | 0.9769 | 0.8850
pendigits 0.8041 0.4408 | 0.3389 | 0.5533 | 0.5585 | 0.7436
speech 0.6196 0.5 0.4595 | 0.5452 | 0.4924 | 0.4917
mnist 0.7879 0.5137 | 0.2497 | 0.6204 | 0.6186 | 0.6850

set is used by the KFold cross-validation procedure to select the best hyperparameters
(including one of the 20 randomly generated dictionaries) and then the model is trained
on the entire validation set using the found hyperparameters. The reported results are
those obtained by making predictions on the testing set. As we can see in Table 8 we
outperformed the competing models in 3 out of 5 datasets and come in close with the

others.
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Figure 5: BA obtained in first scenario for different no. of outliers used for training + prediction

7. Conclusions and future work

In this paper we proposed DL-OCSVM, a new unsupervised anomaly detection
framework, described in Algorithm 1, based on the composite objective of uniform
support dictionary learning and one class support vector machines. Our theoretical
results focused on modified K-SVD iterations that fuse the uniform support approach
with the OC-SVM objective based on standard DL and the DPL formulations. For
these we provided Theorems 1 and 5 showing the optimal iteration steps. Plugging
the modified K-SVD iterations in the anomaly detection framework produced Algo-
rithms 2 and 3 for model training and, respectively, the anomaly detection routine of
new data points. The convergence of the training iterations was analyzed in Proposi-
tion 3. Furthermore, we studied in Section 5 the extensions of the existing algorithms
and their associated theorems to kernel methods.

For all the proposed algorithms and their extensions we provided numerical analy-
sis and experiments for the models parameters together with performance comparison
against standard OC-SVM and uniform support DL and also against Local Outlier Fac-

tor and Isolation Forest methods which are often found in the field. Of note is the
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comparisons with deep autoencoders which showed that our methods provide similar
or better anomaly detection.

In the future we plan to tackle the limitations of our proposed framework such as
making it more robust to initialization, reducing computation times and improving the
model accuracy. Regarding initialization it is important to mention that the reported re-
sults are influenced by the selected random dictionaries. Beyond our current approach,
we plan to extend our work to study fusing other popular methods such as Support Vec-

tor Data Description, Lightweight Online Detector of Anomalies and Autoencoders.
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Supplementary Material: Algorithms

Algorithms 2 and 3 refer to the standard DL setting. For completeness, we provide
below the corresponding algorithms for the DPL, kernel DL and kernel DPL alterna-
tives. For the DPL formulation described in Section 4.2, the Algorithms are 4 and 5.
For the kernel DL formulation in Section 5.1, Algorithms 6 and 7. For the kernel DPL

in section 5.2, Algorithms 8 and 9.

Algorithm 4: DPL-OCSVM Uniform Representation Learning
Data: train set Y € R™N_ Dk-1 ¢ Rmxn pk=1 ¢ Rrxm

inner iteration k
Result: dictionary D* and projection matrix P*
1 Error: EF = Y - D¥1PHly
2 forie{l,...,n}do
3 | Atomerror: RF = EX + dF1pie-ly
4 | Update: new (d¥, p*) according to Theorem 5

5 New error: EX = R* — dfpi*y

Algorithm 5: DPL-OCSVM Anomaly Detection

Data: test set ¥ € RV dictionary D € R™",

projection matrix P € R™", sparsity s, tolerance fol and
OC-SVM model (w, p, 1)
Result: anomalies A
1 Representation: X = OMP(Y, D, s)
2 forie{l,...,n}do
3 L Trimming: zero & if ||p'Y|| < tol

4 ifsign(a)chi—p) <Othen A=AU{i} VieN




Algorithm 6: KDL-OCSVM Uniform Representation Learning

Data: Gram matrix K € RV, AF1 ¢ R¥*" inner iteration k
Result: dictionary A¥ and representations X*

1 Error: EF = [ — A1 xK1

2 forie{l,...,n}do

3 Atom error: R¥ = EF + &1 xH!

&

Update: new (a¥, x**) according to Corollary 6

New error: EX = Rk — gFx™*

i

W

Algorithm 7: KDL-OCSVM Anomaly Detection

Data: Gram matrices K € RV and % € RV dictionary A € R¥*", sparsity
s, and OC-SVM model (w, p, 1)

Result: anomalies A

Representation: X = OMP(A7K, ATKA, s)

2 Error: E = KK — AX

—

3forie{l,...,n}do
4 Atom error: R = E + d; &

5 Trimming: zero ¥ if condition from (5) holds

=)

if sign (w'% —p) <Othen A= AU} VieN

Algorithm 8: KDPL-OCSVM Uniform Representation Learning

Data: Gram matrix K € RVN_ A1 ¢ R¥" inner iteration k
Result: dictionary A* and projection matrix B*

1 Error: EX = [ — A¥ 1B

2 forie{l,...,n}do

3 | Atomerror: R = EF + g 1p-1%¢

4 Update: new (af? , b**) according to Corollary 7

5 New error: EX = R* — afbi* g




Algorithm 9: KDPL-OCSVM Anomaly Detection

Data: Gram matrices K € RV and K € RV _ dictionarie A € RV,
projection matrix B € R™_ sparsity s, tolerance tol and OC-SVM
model (w, p, 1)
Result: anomalies A
1 Representation: X = OMP(A7 K, ATKA, s)
2 forie{l,...,n}do

3 L Trimming: zero & if row ||b'K]| < rol is null

4 ifsign(a)T)”ci—p) <Othen A=AU{i} YieN
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